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HEAD OF IT SECURITY

([f Location: Geneva | Start date: Immediate | Activity rate: 100%

About BCP

Established in 1963 as a Swiss Bank, BCP segments its activities into two well-established core businesses: Commodity
Trade Finance and Wealth Management. These are reinforced by our expert Treasury services. BCP enjoys a solid
reputation as a high-quality service provider in all of its Banking fields. Founded under Swiss Banking Law and Regulations,
BCP is supervised by FINMA, the Swiss financial markets supervisory authority. Headquartered in Geneva, BCP also
operates a branch in Luxembourg and a representative office in Dubai DIFC. More information can be found at
https://www.bcp.bank/en

About the role

The Head of IT Security, under the supervision of the Head of Information Technology, will be responsible for the security
of the Bank's information systems, which includes the Geneva Head Office and its branches/offices in Luxembourg and
Dubai.

Key responsibilities

\

Provide the Bank with the highest standard of security in all aspects of its IT systems, networks, telecommunications, data,
information and business applications in order to protect it from all possible risks.

Ensuring that IT division’s internal control systems conform with the Bank's IT Security Policy and Directives.

Conduct a continuous assessment of current IT security practices and systems and identify areas for improvement.
Participate in the development of an information security strategy based on the Bank's objectives and strategy.

Manage and supervise the unit, , define/allocate the respective objectives and evaluate the yearly individual performance.
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Participate in the development of the division’s policies, directives and procedures, and ensure due implementation and
communication.

<\

Always seek for improvements in terms of efficiency, productivity, quality, internal customer service and workflows
through regular review of the business flows, adaptation of the systems, or any other suitable measure.

v' Act as a member of different working groups or committees of the Bank as defined in the internal documents, if and when
required.

Your profile

v" Master in Computer science / Cyber security (Master EPF or Uni or MAS-Infosec).
v At least 7-10 years of proven experience in IT security / Cyber security in the banking or financial sector.

v Strong knowledge of cybersecurity reference standards (NIST, ISO 27001) and methods for analyzing attacks and security
vulnerability.

v’ Certifications in IT Security CISSP or equivalent are required.

v' Good experience & knowledge of the "best IT security practices" and operational security, Identity and Access
Management.

v Excellent knowledge of regulations and security standards applicable to banks in Switzerland (knowledges of the relevant
FINMA circulars, best practices for banks).

v’ Strong experience in IT, cybersecurity threats /risks, vulnerabilities and cyber-attack.

v Experience with risk management, incident response, and disaster recovery planning in a banking environment

v Very good understanding of security practices in networking and Cloud.

v Analytical and rigorous mindset, excellent organizational skills and ability to work under minimum supervision.

v’ Strong capacity to withstand stress.


https://www.bcp.bank/en

Service and team oriented.
Good communication and interpersonal skills.
Fluency in French, with very good skills in English (spoken and written).
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Swiss residency.

What we offer

¥~ A dynamic and multicultural work environment.

¥ An inclusive culture where empowerment and creativity are encouraged.
%,’} A competitive compensation package.

¥ Work from home (one day per week).

% Application process

Please submit your complete application file preferably via Jobup or Linkedin including your cover letter, CV, work
certificates, and diplomas.

Response timeframe

If you do not receive a response from us within three weeks, please consider that your application was not selected for
this position. We appreciate your understanding.

% Privacy notice

Learn more about BCP Geneva’s Privacy Notice: Legal information | Banque de Commerce et de Placements (bcp.Bank)



https://www.jobup.ch/fr/emplois/detail/7146f482-e4ab-4a07-8137-ec6a2aeae2b6/?source=b2b_preview
https://www.linkedin.com/jobs/view/4258727144/?capColoOverride=true
https://www.bcp.bank/en/fraud-alert#privacy_ge

